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BACKGROUND OF THE INVENTION 
Field of the Invention 

5 

This invention relates to data processing systems. More particularly, this 
invention relates to data processing systems including trace mechanisms operable to 
generate a trace data indicative of the behaviour and state of the data processing 
system being monitored. 

10 

Description of the Prior Art 

It is known to provide data processing systems with trace mechanisms, such as 
the ETM systems designed by ARM Limited of Cambridge, England, that operate in 

15 conjunction with integrated circuit designs and SoC designs. As system designs 
become more complex, it is possible to have multiple sources of trace data within a 
system each generating their own stream of trace data. This trace data is typically 
then collected and routed out of the integrated circuit in a concatenated stream of trace 
data. In view of pin count constraints, it is not practical to provide separate dedicated 

20 outputs for each trace data source. 

Within such a system having multiple trace data sources, it is desirable that 
they should include an ability to buffer their own trace data stream until an 
opportunity becomes available for this trace data stream to be output from the 
25 integrated circuit. Some trace data sources may have higher priority than other trace 
data sources and accordingly low priority trace data sources may need to buffer their 
trace data output for a significant amount of time. 

Whilst the above approach is able to provide trace data monitoring of multiple 
30 elements within an overall system and work with a limited output capability from the 
integrated circuit, problems arise in that in some circumstances the trace data as it 
emerges from the integrated circuit may not include all of the data of interest around a 
particular operational point being investigated. Furthermore, changes of state or mode 
between different areas of the system may be inhibited due to the pending storage of 
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trace data within areas of the integrated circuit which are to have their operational 
state or mode altered. 

SUMMARY OF THE INVENTION 

5 

Viewed from one aspect the present invention provides an apparatus for 
processing data, said apparatus comprising: 

data processing logic operable to execute data processing operations; 

one or more trace data sources operable to generate respective streams of trace 
10 data for said data processing logic; 

one or more trace data sinks operable to receive respective streams of trace 
data from said one or more trace data sources; and 

at least one flush signal generator operable to generate a flush request signal 
passed to at least one of said one or more trace data sources to signal a flush point 
15 within any trace data buffered within said at least one of said one or more trace data 
sources; wherein 

said at least one of said one or more trace data sources is operable to trigger a 
flush complete response when any trace data generated by said at least one trace data 
source prior to said flush point has been output to one of said one or more trace data 
20 sinks. 

The present technique provides a system in which a flush signal is able to be 
passed from a flush signal generator to the trace data sources to mark a flush point and 
allow modified behaviour of the tracing system as a whole in response to the flushing 
25 operation. 

As an example, a flush signal may be generated at a time when an operational 
point of interest is identified to force the output of all of the trace data from all of the 
trace sources surrounding that operational point of interest such that a comprehensive 
30 diagnostic picture may be obtained of the state of the system at that time. 

A preferred feature of the present invention is that the one or more trace data 
sources are operable to continue to generate trace data following receipt of the flush 
request signal. Thus, the flushing mechanism is non-invasive in terms of its effect 
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upon the system operation and the continued ability of the trace mechanisms to trace 
the system operation. 

The flush complete response generated by a trace data source could take a 
5 variety of different forms depending upon the implementation and desired post-flush 
operation, but in preferred embodiments of the invention the flush complete response 
comprises generating a flush complete signal passed back to the flush signal generator 
once all data present at the time of receiving the flush request signal has been output. 

10 In the circumstance where a flush signal generator is coupled to a plurality of 

trace data sources, this can operate to pass the flush request signal to all of those trace 
data sources whereupon receipt of a flush complete signal from all of the trace data 
sources indicates that all of the trace data generated by the plurality of trace data 
sources prior to the flush point has been output from those trace data sources. 

15 

It will be appreciated that the flush signal generator could take a variety of 
different forms and may be incorporated within one of several different elements of 
the trace data system as a whole. In one preferred embodiment the flush signal 
generator may be part of a trace data sink. 

20 

It will be appreciated that in a comprehensive trace data system able to cope 
with multiple trace data sources, it is convenient to provide trace data buses to connect 
the trace data sources to the trace data sinks and in the context of such an arrangement 
it is advantageous to provide bus bridges interposed within these trace data buses to 
25 deal with, for example, changes in voltage domain or the like. 

In a trace data system including bus bridges, preferred embodiments may 
incorporate the flush signal generator as part of one or more of the bus bridges. 

30 A particular problem encountered with tracing is how to deal with power- 

down and partial power-down of the systems concerned. There may be valuable 
tracing information present within the trace data sources which should be recovered 
therefrom prior to any power-down being made. In this context one or more of the 
bus bridges within the system may be formed as a power-down bus bridge operable 
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upon receipt of a power-down signal to generate a flush request signal and to delay 
power-down of the one or more trace data sources until all trace data generated by 
those trace data sources prior to the flush point has been output. 

5 The use of a power-down bus bridge to control such power-down behaviour 

has the advantage that such bus bridges may be placed within the trace data system 
bus network at a wide variety of different points with considerable flexibility allowing 
different power domains within the system as a whole to be properly controlled in 
regard to the way in which they are flushed of trace data prior to power-down. 

10 

The power-down bus bridge may also advantageously serve to force the 
associated trace bus into a predetermined state prior to power-down and thereby avoid 
bus conflicts and other unpredictable operation which might result from merely 
powering down the trace mechanism in an unknown condition. 

15 

It will be appreciated that the power-down performed in response to the 
power-down signal could be a power-down of the trace sources alone with the 
processing logic they are monitoring remaining active. This would be useful in 
situations where it was desired to reduce the power consumption of the system as a 
20 whole and when tracing was not required. As an example, during the normal end user 
operation of a system it would not be usual to trace its operation and accordingly it 
would be desirable to power-down the tracing and other diagnostic circuits within the 
system. 

25 As an alternative to the above, it is also desirable in some circumstances that 

the processing logic associated with the trace data sources is powered down together 
with those trace data sources in response to a power-down operation. 

In the above context it is usual, but not essential, for the data processing logic 
30 and its associated trace data sources to be within a common power domain within an 
integrated circuit comprising a plurality of power domains and for which it is desired 
to separately control the different power domains. The trace data source could be in a 
different power domain to the data processing logic; it may be desired to just power 
down the trace data sources. 
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The power-down use of the flush signal is not limited to the context of bus 
bridges and may be more generally applied to any sort of flush signal generator. 

5 A further example of a trace data system component which may provide flush 

signal generation is a trace data funnel which operates to combine trace data signals 
received from a plurality of trace data sources via respective trace data buses onto a 
single trace data bus. 

10 Viewed from another aspect the present invention provides a method of 

processing data, said method comprising the steps of: 

executing data processing operations with data processing logic; 
generating respective streams of trace data for said data processing logic with 
one or more trace data sources; 
15 receiving respective streams of trace data from said one or more trace data 

sources with one or more trace data sinks operable; and 

generating with at least one flush signal generator operable a flush request 
signal passed to at least one of said one or more trace data sources to signal a flush 
point within any trace data buffered within said at least one of said one or more trace 
20 data sources; wherein 

said at least one of said one or more trace data sources is operable to trigger a 
flush complete response when any trace data generated by said at least one trace data 
source prior to said flush point has been output to one of said one or more trace data 
sinks. 

25 

The above, and other objects, features and advantages of this invention will be 
apparent from the following detailed description of illustrative embodiments which is to 
be read in connection with the accompanying drawings. 

30 BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 schematically illustrates an integrated circuit comprising data 
processing logic and a trace data system; 
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Figure 2 is a flow diagram schematically illustrating the response of the trace 
data system of Figure 1 to a flush signal; 

Figure 3 is a signal timing diagram illustrating the control signals used to control 
5 the flushing behaviour of a plurality of trace sources; 

Figure 4 is a diagram schematically illustrating an integrated circuit with 
multiple power domains and using a power-down bridge to trigger flushing of trace data 
from a power domain to be powered down; 

10 

Figure 5 is a flow diagram schematically illustrating the operation of the power- 
down bridge of Figure 4; and 

Figure 6 is a signal timing diagram illustrating the power-down behaviour of a 
1 5 power-down flushing bridge. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Figure 1 schematically illustrates an integrated circuit 2 incorporating processing 
20 logic 4, such as CPUs, DSPs, memories, caches, peripherals and the like, all coupled to a 
tracing system. The tracing system includes multiple trace data sources 6, 8, 10 
connected via respective trace buses 12, 14, 16 to a trace data funnel 18. The trace data 
funnel 18 combines the trace data streams from the respective trace buses 12, 14, 16 and 
outputs a single trace data stream over a trace bus 19 to a trace sink 20, which in this 
25 example may be a unit for transmitting the trace data off-chip from the integrated circuit 
2. This could also be an on-chip buffer. 

As illustrated in Figure 1, the trace sink 20 is responsive to an externally applied 
flush signal. (Note: Flush generation signal is external with respect to the trace sink 20, 
30 (not the SOC)). When this externally applied flush signal is received, a flush signal 
generated within the trace sink 20 serves to generate a flush request signal on the trace 
bus 19 and to pass this to the trace data funnel 18. This flush request signal may be a 
side-band signal associated with the main trace data bus and provided for the purpose of 
controlling flush type operations. Upon receipt of the flush request signal from the trace 
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sink 20, the trace data funnel 18 relays this signal to each of its connected trace data 
sources 6, 8, 10 at substantially the same time via their respective trace buses 12, 14, 16. 
Within the trace data sources 6, 8, 10, the receipt of the flush request is used to mark a 
point, the flush point, within any buffered trace data they are storing to indicate which 
5 trace data was generated prior to the flush point and which trace data was generated after 
the flush point. 

The trace data funnel 18 then serves to connect the trace data sources 6, 8, 10 to 
the trace sink 20 in priority order so as to drain their trace data content up to the point 

10 within the buffered trace data at which the flush pointer is located. When the flush point 
is reached, the trace data source concerned issues a flush complete signal back to the 
trace data funnel 18 indicating that all of the trace data that was generated prior to the 
flush point has been output. The trace data funnel 18 can then switch to the next highest 
priority trace data source 6, 8, 10 in order to empty it of trace data prior to the flush point 

15 even though there may still be pending, and continuing to be collected, trace data within 
the other trace data sources that could have a higher priority. The overall operation of 
the trace data funnel 18 in this way is to, in turn, collect all of the trace data prior to the 
flush point from the plurality of trace data sources 6, 8, 10 until this has all been drained 
from the system as is indicated by a flush complete signal having been received from 

20 each of the trace data sources 6, 8, 10. At this point, the trace data funnel 18 can itself 
issue a flush complete signal back to the trace sink 20. 

Figure 2 is a flow diagram schematically illustrating the operation of the circuit 
of Figure 1. At step 22, the system waits for an external flush signal to be received. 
25 When this signal is received, processing proceeds to step 24 at which the trace sink 
issues a flush request to the trace data funnel. At step 26 the trace data funnel issues a 
flush request to all the trace sources attached to it. At step 28 the trace data funnel 
selects the highest priority trace data source from which trace data recovery is to start. 

30 At step 30 a test is made for the presence of any buffered data within the selected 

trace data source that was generated prior to the flush point. If such buffered data is 
present, then step 32 serves to output this to the trace sink via the trace data funnel. If no 
such buffered data is present, then step 32 is bypassed. 
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At step 34, the selected trace data source issues a flush complete signal back to 
the funnel. This indicates to the funnel that the trace data source concerned is not storing 
any more trace data generated prior to the flush point. At step 36, a test is made as to 
whether there are any more trace data sources coupled to the trace data funnel which 
5 have not yet returned a flush complete signal. If there are any such trace data sources, 
then step 38 serves to select the next highest priority one of these and processing is 
returned to step 30. If all of the trace data sources have been drained up to the flush 
point, then processing proceeds to step 40 at which the funnel then issues a flush 
complete signal back to the trace sink. 

10 

Figure 3 is a signal diagram schematically illustrating the flushing control signals 
which may be passed between a trace data source and a trace data sink within an 
embodiment having four trace data sources. This example has four sources connected to 
the first four Slave ports and they are configured to all be enabled with priorities 
1 5 reflecting the port number (Slave port 0 is the highest priority, 3 being the lowest). 

Before point to, the system is under normal operation where different trace 
sources are selected according to the arbitration scheme, in this example Slave port 2. At 
to there is a request from the track sink device to flush the system of historical data, this 
20 request is then propagated onto the slave ports in the following cycle (ti). The trace 
funnel, at this point, will then be operating in a flushing mode where it will select in turn 
each device that has not been drained. 

At ti, the funnel selects Slave port 1 (highest priority with valid data) to drain 
25 first, at the same time the source connected to port 3 returns AFREADYS3 (indicating it 
has no data to drain) which causes AFVALIDS3 (indicating the flush is not pending for 
that source) to be de-asserted in the following cycle. 

Draining of Slave port 1 continues until t 2 where it responds with AFREADYS1, 
30 the trace funnel would then switch to the next highest priority source that is still to drain 
(Slave port 2 in this example). In this example, this is over-ridden because a higher 
priority port reports valid data when it has not finished flushing; therefore Slave Port 0 is 
selected. 
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This continues until t 3 when AFREADYSO goes high and draining of Slave Port 
2 can begin which continues until U (AFREADYS2 going high). 

At point U all Slave ports have responded with AFREADY high, this indicates 
that there is no more historical information remaining at this level. This is indicated in 
AFREADYM with a high response, which in-turn results in AFV ALIDM returning low. 
The flush sequence is now complete and the trace funnel can return to normal operation, 
in this example by selecting Slave Port 1. 

Note, Slave Port 1 is not selected for a second time before point U even though it 
is at a higher priority than port 2; this is due to it already having returned AFREADYS1 
high. 

Figure 4 illustrates a further example integrated circuit 42 which in this case 
includes multiple power domains 44, 46. A power controller 48 serves to control the 
power supplies to these power domains 44, 46 in accordance with known techniques so 
as to reduce power consumption and the like. As part of this power control, the power 
controller 48 issues a power-down request which is also signalled to a power-down trace 
data bus bridge 50 sitting within the trace bus between power domain 44 and power 
domain 46. The power-down trace data bus bridge 50 responds to the power-down 
signal by issuing flush request signals upstream to all of the connected trace data sources 
and waiting until a flush complete signal is received back at the power-down trace data 
bus bridge 50 in accordance with the techniques previously described. The power-down 
trace data bus bridge 50 additionally serves the function of preventing the power-down 
of the power domain 44 until the flush complete signal is received back such that it can 
be ensured that all of the trace data from the trace data sources within the power domain 
44 relating to the time before the power-down was initiated has been drained. When this 
flush complete signal is received, the power-down operations are allowed to proceed. It 
will be appreciated that the power-down could be of the trace data sources alone leaving 
the operational circuits they monitor in a powered condition for that normal operation. 
Alternatively the power-down could be of the complete domain. 

Figure 5 schematically illustrates the operation of the system of Figure 4. At step 
52, the bridge waits until a power-down request is received. At step 54, the bridge issues 
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flush requests to all of the upstream trace sources. At step 56, the bridge waits until a 
flush complete signal is received back at the bridge. When this flush complete signal is 
received, the system proceeds to step 58 at which the bridge signals to the power 
controller that the flush is complete and the system is ready to be powered down and 
then at step 60 the power controller 48 can serve to power-down the power domain 44 as 
required- 
Figure 6 schematically illustrates the control signals associated with such power- 
down control. At point t 5 , a power-down request is received by the bridge. The bridge 
then controls flushing of the trace sources in turn until a flush complete signal is received 
at time t6 at which the power-down acknowledge signal can be returned to the power 
controller to allow the power controller to perform its power-down operation. 

Although illustrative embodiments of the invention have been described in detail 
herein with reference to the accompanying drawings, it is to be understood that the 
invention is not limited to those precise embodiments, and that various changes and 
modifications can be effected therein by one skilled in the art without departing from the 
scope and spirit of the invention as defined by the appended claims. 
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